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1. Purpose

Dorchester Town Council (‘the Council’) is committed to protecting the rights and freedoms of individuals in relation to the processing of personal data.

This policy sets out how the Council will comply with its obligations under:
· UK General Data Protection Regulation (UK GDPR);
· Data Protection Act 2018;
· Data (Use and Access) Act 2026; and
· Other relevant information governance legislation and guidance.

The Council recognises that effective data protection is essential to maintaining public confidence and ensuring that personal information is handled lawfully, fairly and securely.

2. Scope

This policy applies to:
· Councillors;
· Employees;
· Temporary staff;
· Contractors;
· Volunteers; and
· Any person processing personal data on behalf of the Council.

3. Definitions

Personal Data
Any information relating to an identified or identifiable living individual.

Special Category Data
Personal data requiring additional protection, including information relating to health, racial or ethnic origin, religious beliefs, political opinions, trade union membership, genetics, biometrics, sex life or sexual orientation.

Processing
Any operation performed on personal data including collection, recording, storage, use, disclosure, amendment and deletion.

4. Data Protection Principles

The Council shall ensure that personal data is:

a) Processed lawfully, fairly and transparently
Individuals will be informed how their information is used and personal data will only be processed where a valid lawful basis exists.

b) Collected for specified, explicit and legitimate purposes
Personal data will only be used for the purposes for which it was collected unless a lawful reason exists for further processing.

c) Adequate, relevant and limited
Only information that is necessary for the purpose concerned will be collected and retained.

d) Accurate and kept up to date
Reasonable steps will be taken to ensure personal data is correct and updated when necessary.

e) Kept no longer than necessary
Information will be retained in accordance with the Council’s retention policy and legal requirements.

f) Processed securely
Appropriate technical and organisational measures will be implemented to protect personal data from unauthorised access, loss, destruction, misuse or disclosure.

g) Accountable
The Council will be able to demonstrate compliance with data protection legislation through appropriate policies, procedures, training and records.

5. Lawful Bases for Processing

The Council processes personal data only where a lawful basis exists. These may include:
· Public task;
· Legal obligation;
· Contract;
· Consent;
· Vital interests; or
· Legitimate interests (where applicable).

The Council will identify and record the appropriate lawful basis for processing activities.

6. Responsibilities

Responsible Finance Officer (RFO)

As the Council’s lead officer for data protection, the RFO has responsibility for implementing this policy and ensuring compliance throughout the organisation.

Councillors and staff

Councillors and staff must:
· Follow this policy and associated procedures;
· Only access information required for their roles;
· Maintain confidentiality;
· Report suspected breaches immediately; and
· Complete relevant training.

7. Access to Information

Individuals have rights under UK GDPR including:
· The right to be informed;
· The right of access;
· The right to rectification;
· The right to erasure (where applicable);
· The right to restrict processing;
· The right to object; and
· Rights relating to automated decision-making.

Subject Access Requests will normally be responded to within one calendar month.

8. Security

The Council will maintain appropriate technical and organisational security measures including:
· Password-protected systems;
· Role-based access controls;
· Secure storage of paper records;
· Appropriate backup arrangements;
· Secure disposal of records;
· Staff awareness and training; and
· Regular review of information security arrangements.

9. Data Sharing

Personal data will only be shared where:
· There is a lawful basis;
· It is necessary for Council business;
· It is required by law; or
· The individual has provided consent where appropriate.

Councillors will only access personal information necessary for the performance of their official duties.

Personal data must never be used for political campaigning purposes unless permitted by law.

10. Data Breaches

All actual or suspected personal data breaches must be reported immediately to the RFO.
The Council will:
· Record all breaches;
· Assess the risks to affected individuals;
· Take action to minimise harm; and
· Notify the Information Commissioner’s Office (ICO) and affected individuals where required by law.

Any notifiable breach will be reported to the ICO without undue delay and, where feasible, within 72 hours of becoming aware of it.

11. Training

Appropriate data protection training will be provided to staff and councillors on a regular basis.

12. Review

This policy will be reviewed by the RFO annually or sooner if required by legislative or organisational changes. If significant changes are made, the revised document will be referred to Policy Committee for consideration.










